No. 1/4/2015-MC
Government of Haryana
Monitoring & Coordination Cell

Haryana Civil Secretariat
Dated, Chandigarh, the 19" November, 2019

To,

All the Administrative Secretaries to Government of Haryana.

All the Heads of Departments in Haryana.

All the Divisional Commissioners in Haryana.

Managing Directors/ Chief Administrators/ Chief Executive Officer of all the Boards,
Corporations etc. in Haryana.

All the Deputy Commissioners in Haryana.

Registrars of all the Universities in Haryana.

State Informatics Officer, Haryana State Unit, Chandigarh.
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Subject :- Implementation of DigiL.ocker in the State of Haryana.

R/Sir/Madam

1 have been directed to address you on the subject cited above and to say that as you
are aware that DigiLocker is a key initiative under Digital India Programme, implemented by Ministry
of Electronics and Information Technology, Government of India to provide the citizens a cloud
platform for issuance and verification of documents/ certificates in digital format.

2. Government of Haryana is also targeting paperless, cashless and faceless governance
for the citizens, thus enabling citizens to produce requisite documents anytime, anywhere in legally
acceptable electronic form.

3. DigiLocker is a platform to access the documents and certificates issued by an
authority and verify the same in a digital way, thus eliminating the use of physical documents.
Departments/ Organizations that get registered with DigiLocker as ‘Issuer Organisation’ can provide
glectronic copies of documents and certificates issued by them {(eg. Driving license, voter I,
certificates/ marks sheets issued by educational institutions and universities, ration card, certificates
issued by Revenue department, licenses/ permits issued by various departments, employee identity
Cards etc.) directly into citizen’s Digilocker account. Similarly, departments can register as
‘Requester Organisation” and integrate their online application with DigiLocker to enable the citizens
to fetch supporting documents required for various online applications (eg. application for certificates,
licences, jobs, subsidies, pensions, scholarships, admission in schools/colleges etc.) of respective
departments, directly from their DigiLocker.

4. Government of India vide notification no. G.S.R 711 (E) dated 21.07.2016, framed
[nformation Technology (Preservation and Retention of Information by Intermediaries providing
Digital Locker Facilities) Rules, 2016 for preservation and retention of information by intermediaries
{such as Government departments and agencies) providing Digital Locker facilities. Under these
Rules, Government of India constituted Digital Locker Authority on 4 October 2016. The terms
“DigiLocker”, “Digital Locker”, “Digital Locker Authority”, and “Digital Locker System” have been
defined under clause (f), (g), (h) and (m) respectively of sub-rule (1) of rule (2) of these Rules.
Subsequently an amendment to these Rules was issued vide notification no. G.S.R 111 (E) dated
08.02.2017 (copy enclosed). As per Rule 9A of the amended Rules (amended vide notification dated
08.02.2017);

(i) Issuers may start issuing and Requesters may start accepting digitally (or electronically} signed
certificates or documents shared from subscribers’ Digital Locker accounts at par with the
physical documents in accordance with the provisions of the Act and rules made thereunder.



(it} When such certificate or document mentioned in (i) above , has been issued or pushed in the
Digital Locker System by an issuer and subsequently accessed or accepted by a requester through
the URI, it shall be deemed to have been shared by the issuer directly in electronic form.

: 5. Further, it is observed that despite creditable implementation of e-governance projects
and retention of data in digital form, the departments largely rely on physical copies of certificates and
documents for delivery of services and benefits to citizens. Availability, accessibility and verification
of documents in digital form would be a transformative step in service delivery. In view of above,
Government of Haryana intends to implement Digilocker platform in all Government departments,
boards, corporations, autonomous bodies, academic institutions and universities in the State of
Haryana, and to give pace to the implementation of DigiLocker in Haryana, Government of Haryana
orders following;

i. For providing documents/certificates of the citizens in Digital Locker by the
Government departments, boards, corporations, autonomous bodies, academic
institutions and universities in the State of Haryana, individual orders/ consent from
any other authority is not required.

ii. All departments and agencies, in the State, as stated above, shall register themselves
as an “issuer”/ “requester” organisation (as defined under clause (p) and (s}
respectively of sub-rule (1) of rule (2) of the Rules) on Digilocker platform
mandatorily according to their requirements and take necessary actions to integrate
their web/mobile applications with DigiLocker platform for issuance/ requisition of
documents/certificates. Also, departments/agencies shall take necessary steps o
digitize legacy data of the documents/ certificates available in the physical form, to
make it available on Digil.ocker platform. Departments and agencies shall ensure that
all documents/ certificates issued in past and to be issued in future, are to be made
available on DigiLocker platform to the citizens.

iii. Documents/Certificates made available on DigiLocker platform by issuing
Government departments, boards, corporations, autonomous bodies, academic
institutions and universities in the State of Haryana etc. shall be treated at par with
physical copies that are accepled now. Service rendering departments, inviting online
applications from citizens shall accept such documents issued in Digital Locker of the
citizen as valid, as specified in the Gol notifications mentioned vide reference para 4
above.

6. Department of Information Technology, Electronics and Communication, Haryana
(DITECH) will be the nodal agency for implementing DigilLocker in the State. DITECH will
handhold and provide all necessary support to the departments/agencies at all stages from registration
to Go-Live of DigiLocker in departments/agencies with the assistance of National eGovernance
Division (NeGD), Ministry of Electronics and Information Technology, Government of India.

7. For any further queries, officers from your department may reach out to Nodal
Officer of DITECH, Sh. Bhanu Pratap (Sr. Consultant, 5eMT) at mobile - 9557354829 / email —
bhanu.pratap{@semt.gov.in

Yours sincerely,

(Bhupendra Singh)
Deputy Secretary to Govt. Haryana
Monitoring & Coordination Department
E-mail Id: ¢s.coordination(@hry_nic.in
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MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
{Department of Electronices and Information Technology)
NOTIFICATION
New Delhi, the 215t July, 2016
G.5.R. 7T1H{E).— In excrcise of the powers conferred by sub section (1) of section 87 and clause (wa) of sul-
section {2) of section 87 read with section 6A and scetion 67C of the Information Technology Act, 2000 (21 of 2000) the
Central Government hereby makes the following rules for the preservation and retention of infarmation by inlermediaries

providing Digital Locker Facilities, namely:—

1. Short Title and Commencement.— (1) These ules may be called the Information Technology (Preservation
and Retention of Infarmation by Intermediaries Providing Digital Locker Facilities) Rules, 2016,

(21 They shall come into foree on the date of their publication in the Official Gazelte,
2. Definitions.— (13 In these rules, unless the context olherwise requires,—
Al “Act” means the Information Technology Act, 2000 (21 of 2000):

b} “access galeway” means authorised svstem to provide access to repositories under Digital Locker
system;

€l “application program imterface (APLY, means a ser of routines, protecols, and 1oals for building
software applications;

di “body corporale” means body corporate as defined in Explanarion (1) o section 43A of the Act;

€ “TritY” means the Department of Electronics and laformalion Techmulogy in the Ministry of
Communications and laformation Technology, Governinen! of India:

f) “Dhgilocker™ means the Government oweaed and operated web and mobile based hosting of Digital
Laocker system;

2 “Digital Locker” means a service of preservation, retention of electronic recards by the subscriber and
delivery of electronic records to the subscriber;

h} “Digital Locker authority™ means an authorily as designated by the Government for the licensing,
empanslment and management of Digital Locker service providers;

i) “Digital Locker Directory” means a weh page managed by the Government or Digital Locker authority
for registration and providing details of registered locker providers, issuers, requester, repositories and access
Faleways providers;

41 “Digital Locker Portal” means a web and mobile hased avstem to provide access to documents under
Digital Locker Svstem to the users;

k) “Digital Locker Practice Statement” means a statement by the Digital Locker service provider
describing the services and flow of the services being offered by the provider;

[y “Digital Locker service provider™ means an intermediary including a body corporate or an ageney of
the appropriate Government, as may be notified by the Government, to provide Digital Locker, access gateways
and, or, repository facilitics electronically, in accordance with these rules:
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m)  “Digital Locker system”, means an application based system 1o provide Digital Locker serviees 1o
the users with the help of awthorised service providers, providing Digital Locker, access gateways and, or,
repositorics facilities;

n} “equivalently authenticated clectronic record” means an electronic record authenticated by any other
means other than digital signatures as prescribed under the Digital Locker standard guidelines;

a)  “Government” means the Central Government;

p) “issuer” means any State or Central depariment or agency or body corporate issuing digitally signed or
equivalently authenticated elecironic records to the subscriber under Digital Locker system;

q) “License” means binding agreement berween the Digital Locker authority and any Digital Locker
service provider;

r} “repository™ means an electronic repository of digitally signed and, or, digitised electronic records,
maintained by any Digital Locker service provider or an issuer for the purpose of accessing such records and
delivering them to the users:

s} “requester” means any State or Ceniral department or agency or body corporate requesting access (o
subscriber's digitally signed or equivalemly authenticated electronic records preserved and retained in the
reposilory created and managed under Digial Locker system;

) “subscriber” means subscriber to a Digital Locker under the Digital Locker system:

u} “Uniform Rescurce ldentifier (URI)”. means unique reference to a document stored in a Digital Locker
FEPOSILOTY;

V) “user” means a subscriber, issuer or requester of the Digital Locker system.

(2} Words and expressions used and not defined in these rules but defined in the Act and various rules made
thereunder shall have the same meanings assigned to them in the Act and the said rules respectively.

3. Appointment of Digital Locker Authority.— (1) The Government shall appoint the Digital Locker authority
te establish, administer, and manage Digital Locker system to preserve and retain information for efficient delivery of
services to the users through Digital Locker system.

(2) The Digital Locker authority shall discharge its functions as notified under these rules subject to the general
control and directions of the DeitY.

{3} The Digital Locker authority shall authorise the Digital Locker service provider to provide Digital Locker,
access gateway and, or, repository facility electronically, in accordance with these rules.

4. Digital Locker System.— (1) For the purpose of providing preservation and retention of machine readable,
printable, sharcable, verifiable and secure State or Central department or agency or body corporate issued electronic
records, the Government and other service providers to provide a Digital Locker system of limited electronic storage 1o
all users.

{2) The Government through Digital Locker authority and in accordance with the technical standards as laid down
by the Deity' from time (o time shall provide for the administration of Digital Locker system,

(31 Subject to suberule (1), the Digital Locker system shall act as web and mobile based portal for State or
Central department or agency or body corporate issued electronic records maintained in a prescribed format.

3. Operation of Digital Locker System.— (1) Any individual who is resident of India shall be able to open and
pain access Lo Digital Locker portal after submitting duly prescribed application form to the authorised Digital Locker
service provider.
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(2} Subject to the sub-rule (1), any individoal may obtain the services of the licensed or empanelled Digital
Lacker service providers for the purpose of accessing locker, gateways and repository services using web or mobile
based Dhigital Locker Portal.

(3} Digital Locker Portal shall provide access to repositories and access gateway for isswers to issue and
requesters to access digitally signed or equivalently authenticated electronic records respectively in a uniform way in
real-time.

4y Digital Locker Directory shall provide following details, namely—

(a} Registration facility for issuers, requesters, locker providers, repository providers and gateway
providers;

(b))  issuer (name, 1D, registration date, contact details), Requester 1D ({name, 1D, registration date, contact
details), Gateway 1D (name, 1Dy, registration date, contact details) and repositories (name, 1D, registration date,
contact details);

(¢} standards, application forms, and other particulars;

(d) electronic workflow o request, approve, and publish new ID for new issuers, gateways and
repositories, as the case may be; and

(e} any other information as prescribed by the Government.

6. Location of the Facilities.— The infrastructure associated with all functions of Digital Locker svstem as well as
maintenance of directories containing information about the status of Digital Locker system shall be installed at any
location within India

7. The manner in which Digital Locker system be used by Subscriber.— A Digital Locker shall be used by the
subscriber to,—

(a) access and register for Digital Locker on the web or mobile based Digital Locker Portal:

(b1 upload documents, or as the case may be, digitally sign, the uploaded documents in the Digital Locker as
prowvided by the Digital Locker service provider;

()} access documents from issuers using the document URI s available in the Digital Locker account,

{d) prant access to the requester to access State or Central department or agency or body corporate issued
records by providing unique document URL; and

(e} provide consent to the issuer to deposit document URI s and to the requestor to access documents;

8. The manner in which Digital Locker svstem be used by regquester.— A Digital Locker shall be used by the
requester 1o,—

(a) register on the Digital Locker directory;

(bl access documents uploaded by the subscriber on the Digital Locker portal;

(e} use authorised gateway providers to access documents stored across repositories;

(d) access subscriber’s Sate or Central department or agency or bady corporate 1ssued documents based on the
LIRI; and

(e} take consent from subscriber o access documents available in subscriber’s Digital Locker account.

9. The manner in which Digital Locker system be used by issuer.— A Digital Locker shall be used to,

() register on the Digital Locker Directory;

(b)  issue new digital records in the format as prescribed by the appropriate government;

(] provide older digitized records (o the subscriber, which are venfiable, shareable, accessible and printable;

[d)  gives consent to any other Digital Locker service provider 1o gain access 1o its documents;

(] choose own repository or a repository from authorised repository service provider as issuer repository o
preserve and retain issued records;

() use the integration interfaces, (o either—
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(i} push URI to Digital Locker: to push the URID's of all the records available in their repositories so that
the same can be displaved to the subscriber, so as to notify the subscriber that the issuer has following
documents linked o the subscriber’s account:

(i} pull URE: 1o allow the subscriber to query the issuer repository by providing subseriber’s identifier
applicable to issuer organisation to enable issuer to provide the URDs of all the records that are linked 1o the
identifiers submitted by the subscriber.

10. Role of Digital Locker service providers.— (1) The Digital Locker system shall be supported by following
Digital Locker service providers, namely:—

(a) Digital Locker portals;
(b Repositories; and

() access gatewavs.

2} Government or the Digital Locker authority shall authorise service providers to set up Digital Locker portals,
access pateways of reposilories for efficient vse of Digital Locker system for the benefit of subscribers, issuers and
requestars.

(3)  Every authorised service provider to conform and comply with the binding authorising terms, including the
slamslards, guidelines and specifications as laid down by the Government or Digital Locker autharity,

11. Digital Locker service provider to ensure compliance of the Act, ete.— Every Digital Locker service

provider shall ensure that every person employed or otherwise engaged or associated with it complies, in the course of
such employment or engagement, with the provisions of this Act, rules, repulations and orders made thereunder,

12, Appointment of grievance officer by the Digital Locker service provider for  dispute resolution.— (1)
Every Digilal Locker service provider shall publish on its website the name of grievance officer and his contact details as
well as mechanism by which any users or aggrieved person who suffers as a result of —
(1} access or usage of Digital Locker or Digital Locker system by any unauthorised person; or
(i} vielation of authorising terms,
iy notify their complaints against such access or usage or violation of licensing terms tw such prievance officer,

{2} The grievance officer shall redress the complaints within one month from the date of receipt of complaint.

13, Suspension and revocation of Digital Locker account.—(1) Subject to the provisions of sub-rule (2), the
Digital Locker service provider which has provided a Digital Locker account may suspend such Digital Locker account —

ta) on receipt of a request to that effect from —
(1} the subscriber listed in the Digital Locker account; or
(ii} any person duly suthorised te act on behalf of that subscriber;

(b} if it is the opinion of Digital Locker authority that the subscriber’s Digital Locker account should be suspended in
public interest For ressons to be included in writing,

21 A Digital Locker account shall not be suspended for 3 period exceeding thirty days unless the subscriber has
been given an opportunity of being heard in the matter.

(3) On suspension of a Digital Locker account under these rules, the Digital Locker service provider shall
communicate the same to the subseriber and other users.

Explonation— For the purpose of these rules, suspension of Digital Locker account of subseriber implies that
neither requester nor issuer shall be able to access subscriber's account during the period of such suspension,

{4} Subject to sub-rule (Z), the Digital Locker authority, if not satisfied after making such inquiry, may revoke
subscriber’s Digital Locker account.
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14, Control of Digital Locker account credentials.—(1) Every subscriber shall exercise reasonable care to
retain control of the Digital Locker account credentials and take all steps to prevent its disclosure,

(2) 17 the Digital Locker account credentials have been compromised, then, the subscriber shall communicate the
same without any delay 1o the Digital Locker service provider in such manner as may be specified by the regulations,

Explanation.— For the removal of doubds, it is hereby declared that the subscriber shall be liable dll he has
informed the Digital Locker service provider that the Digital Locker account credentials have been compromised.

15, Fees for opening Digital Locker account.— (1) The Digital Locker service provider shall charge such fee or
service charges Irom subscribers or users, as may be notified by the Government or Digital Locker authority.

(21 Subject to sub-rule {1}, Digital Locker service provider shall provide an up-to-date fee schedule or scale of
service charges to all its subscribers and vsers.

16. Portability of Digital Locker account of subseriber.—The Digital Locker service provider shall provide
Digital Locker services to subscribers with the facility to port their Digital Locker account to any other Digital Locker
service provider, and shall, infer-alia,—

2} observe data retention and data migration guidelines as notified by Deity';

(k) make reasonable efforts to ensure that the portability service is provided to the subscriber with minimal
service disruption; and

) refund reascnable fee back 1o subscriber (not exceeding any fee or service charges by the service provider
o the subscriber).

17. Audit.—{1} The Digital Locker service provider shall get its operations audited annually by an auditor and
such audit shall include, fnter alio.—

(a1 security policy and planning;

(by physical security:

{c) technology evaluation;

(d} Digital Locker service provider's services administration;

(e} relevant Digital Locker Practice Statement;

(f} compliance to relevant Digital Locker Practice Statement;

(g} contracts or agreements; and

(h) policy requirements as may be required under these rules,

(2) The Digital Lecker service provider shall conduct,-

(a)  half yearly audit of the scourity policy. physical security and planning of its operation;
(b} o quarterly audit of its system and all associated imerfaces, systems, tools and processes,

(33 The Digital Locker service provider shall submil copy of each audit report 1o the Government or Digital
Locker authority within four weeks of the completion of such audit and where irregularities are found, the Digital Locker
service provider shall take immediate appropriate action 1o remove such irmegularities,

18. Auditor's relationship with Digital Locker service provider.— (1) The auditor shall be independent of the
Digital Locker service provider being audited and shall not be a software or hardware vendor which is, or has been
providing services or supplying equipment to the said Digital Locker service provider.

(2) The auditor and the Digital Locker service provider shall not have any current or planned financial, legal or
other relationship, other than that of an auditor and the audited party.
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19. Confidential Information.—The following information shall be treated as confidential, namely:-
(a)  Digital Locker account application;
ib)  Digital Locker aceount information eollected from the subseriber or elsewhere as part of the registration;
(e} subscriber agreement;
(dy  Digital Locker contents;
(e} document URL and
() any other information as may be notified by the DeitY,

20. Access to confidential information— (1) Access to confidential information shall be subject o the
provisions of the Act and the rules made thereunder.

{(2)  Access w confidential information by the employees of the Digital Locker service provider shall be on a
“need-to-know" and "need-to-use” basis. The process of maintaining confidentiality of information has to be included in
the Digital Locker Practise Statement,

(3} The back up of all information shall be kept offsite in the disaster recovery facility,

{#) The confidential information shall not be preserved and retained cutside India,

21. Maintenance of reasonable security practices,— (1) The Digital Locker service provider to observe and
maintain reasonable security practices as mandated under the Information Technology (Reasonable Security Practices

and Procedures and Sensitive Personal data or Information) Rules, 2011,

(2} The Digital Locker service provider shall ohserve and maintain Information Technology Security Guidelines
as mandated under Schedule I1 of the Information Technology {Certifying Authorities) Rules, 2000,

[F.No. 3(29)/2016-EG-11]
SANJIV MITTAL, Jt. Secy.

Uploaded by Die. of Printing ol Government of India Press, Ring Road, Mavapuri, Mew Delhi- 1 10064
and Published by the Controller of Publications, Delhi- 110054,
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION
New Delhi, the Bt February, 2017

G.S.R. 11I{E). — In exercise of the powers conferred by sub-section (1) of section 87 of the
Information Technology Act, 2000 {21 of 20007, the Central Government hereby makes the following rules to amend the
Information Technology (Preservation and Retention of Information by Intermediaries Providing Digital Locker
Facilities) Rules, 2016, namely -——
l. {1} These rules may be called the Information Technology (Preservation and Retention of Information by
Intermediaries Providing Digital Locker Facilities) Amendment Rules, 2017,
(2) They shall come into force on the date of their publication in the Official Gazette.
2. In the Information Technology (Preservation and Retention of Information by Intermediaries Providing Digital Locker
Facilities) Rules, 2016.-
(4) in the opening paragraph, for the word, brackets and letter “clause (wa)”, the word, brackets and letter “clause (x)7
shall be substituted;
(b inrule 2, in sub-rule (1), in clause (q), for the word “License”™, the word “Licence™ shall be substined,
(c) after rule 9, the following rule shall be fnserfed, namely:—
“OA. Issuing certificates or documents in Digital Locker System and accepting certificates or
documents shared from Digital Locker Account at par with Physical Documents.—{1) [ssuers may
start issuing and Requesters may start accepting digitally {or electronically) signed certificates or
documents shared from subscribers’ Digital Locker accounts at par with the physical documents in
accordance with the provisions of the Act and rules made thereunder,
{2) When such certificate or document mentioned in sub-rule (1) has been issued or pushed in the Digital
Locker System by an issuer and subsequently accessed or accepted by a requester through the URI, it shall
be desmed to have been shared by the issuer directly in electronic form.

Explanation.— For the purpose of sub-rule (23, it is hereby clarified that if’ the links of the issued
certificates or documents take the requester to the single source of truth, such as issuer repositories,
automatic verification happens.™,;

(d) for rule 12, the following rule shall be substituted, namely:-
“Appointment of grievance officer by the Digital Locker service provider for dispute resolution.— (1)
Every Digital Locker service provider shall publish on its website the name of grievance officer and his contact
details as well as mechanism by which any users or aggrieved person who suffers as a result of -

{a) access or usage of Digital Locker or Digital Locker system by any unauthorised person; or
{b) violation of licensing terms; or
{c) any other complaints not covered under clauses (a) and (1) above,

may notify their complaints against such access or usage or violation of licensing terms or any other complaints
to such grievance officer,
(2) The grievance officer shall redress the complaints within one month from the date of receipt of complaint,
{3) Any aggrieved person may appeal to the Digital Locker Authority against the order of the Grievance Officer
within a period of [ifleen days from the date of receipt of such order.”;
{e) in rule 17, {i) in sub-rule (2), after the words “The Digital Locker service provider shall conduct™, the words “vearly
andit of* shall be inseried;
(i1} in clause (&), the words “half vearly audit of” shall be omitred:
(iit} in clause (b}, the words “a quarterly audit of* shall be omitred.
[F.No. 3(29)/2016-EG-II)
AJAY KUMAR, Addl Secy.

Note.——The principal rules were published vide number G.S.R. 711(E), in the Gazette of India, Extraordinary, Part [I,
Section 3 — Sub-section (i), dated the 217" Iuly, 2016,
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